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SABSA Foundation 
Course Overview

SABSA is the leading open-use method for delivering cohesive information security solutions to enterprises.
The SABSA Framework ensures that the security needs of your organisation are met completely and are designed, 
delivered and supported as an integral part of your IT management infrastructure. 

The SABSA Foundation Modules (F1 & F2) are The SABSA Institute’s official starting point for developing Security 
Architecture competencies. They are designed to create a broad spectrum of knowledge and understanding of the SABSA 
method, its frameworks, concepts, models and techniques. 

Theories and concepts are put to the test in ‘proof-of-cncept’ style case study exercises and workshops leaving 
candidates with a real-world understanding of how SABSA is applied.

This module provides participants 
with a comprehensive 
understanding of how the SABSA 
framework delivers successful 
security strategy and architecture. 
Through a series of innovative 
presentations, case studies and 
workshops, you will develop the 
skills to use the proven security 
architecture design and 
management processes and find 
out how to develop a 
comprehensive strategy for the 
creation of a security architecture 
that meets the needs of your 
organisation. 

Security Strategy
and Planning

F1  Learning Outcomes:

Top 10 competency outcomes of F1
 Define enterprise security architecture, its role, objectives and benefits.

 Describe the SABSA model, architecture matrix, service management matrix  
 and terminology.

 Describe SABSA principles, framework, approach and lifecycle.

 Use business goals and objectives to engineer information security   
 requirements.

 Create a business attributes taxonomy.

 Apply key architectural defence-in-depth concepts.

 Explain security engineering principles, models and techniques.

 Use an architected approach to design an integrated compliance framework.

 Describe and design appropriate policy architecture.

 Define security architecture value proposition, measures and metrics.

This module leverages the 
strategy defined in F1 to create a 
roadmap to design, deliver and 
support a set of consistent and 
high-quality security strategies.
 
Covering the SABSA life-cycle, 
participants will find out how to 
design, deliver and support a 
comprehensive security services 
architecture that integrates fully 
and seamlessly with their existing 
IT management and business 
infrastructure.  

Security Service 
Management
and Design

F2  Learning Outcomes:

Top ten competency outcomes of F2
 Use SABSA to create an holistic framework to align and integrate standards.

 Describe roles. Responsibilities, decision-making and organisational   
 structure.

 Explain the integration of SABSA into a service management environment.

 Define Security Services.

 Describe the placement of security services within IT infrastructure.

 Create a SABSA Trust Model.

 Describe and model security associations intra-domain and inter-domain.

 Explain temporal factors in security and sequence security services.

 Determine an appropriate start-up approach for SABSA Architecture.

 Apply SABSA Foundation level competencies to your own environment.
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SABSA Foundation 
Examinations & Certification

The SABSA Foundation Certificate (SCF) is awarded to candidates who pass both Foundation level (F1 & F2) 
examinations. The exams are held on the final afternoon of the training course and take the form of two multiple choice 
papers. 

 How to Register:

Our online registration form is available at:

http://www.sabsacourses.com/register

The Foundation training course is 5-days in length and includes:

 Training

 Hard-copy training materials

 Examination & Certification fees

 Lunch & refreshments

 Why SABSA?

SABSA is the world’s leading open security architecture framework and 

methodology. 

SABSA is a top-to-bottom framework to conceive, conceptualise, design, 

implement and manage security in a business-driven model. 

The term “business-driven” is key to SABSA’s power and acceptance. 

SABSA is all about empowering the organisation to do business as it needs 

and wants to do, while ensuring that it is secure and fully enabled.

SABSA is an inclusive standard which readily integrates with other 

best-practice frameworks such as ITIL, COBIT, TOGAF and ISO 27001. 


